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1 Hauyano pa6ortbl

1.1. NoaknruyeHne kK WEB-uHTepdency

1.1.1. Moakntountecb K LAN nopTy YCTPONCTBA C NMOMOLLbIO CETEBOro Kabens.

1.1.2. OTkpouTe Baw 6bpay3ep n HabepuTe B aapecHon cTpoke bpay3epa:

1.1.2.1. Ha npubopax, BbinyweHHbIX 0 01.2023 CO CTapoh MNpOWMBKON -
192.168.1.1;

1.1.2.2. Ha npubopax, BbinyweHHbIX nocsie 01.2023 nam Ha KOTOpbIX 0O6HOBJEH
boot - 192.168.1.123.

1.1.3. Ecnn He ypanocb 3antm Ha WEB-uHTepdenc npmbopa no ykaszaHHOMY

ajapecy, npoeepbTe HacTporku TCP/IP Balwen ceTeBOM KapThl.

1.2. MpumMep HacTpounku TCP/IP Ha npuMmepe Windows 10
1.2.1. Mepengnte B LeHTp ynpasneHua cetaMm u o06WMM [OCTYNoM ->
n3MepeHue napamMeTpoB aganTtepa. (CM. puc. 1.1.).

EE LleHTp ynpagneHis ceramy 1 oBLLMM 4OCTYNIOM _ [u] ®

A 5% Manensynpasnenun > Bce 3nemenTsl naweni ynpasnenis > LiedTp ynpasnenia cemami i oBuymm AocTynom v £

MpOCMOTP OCHOBHBIX CBEAEHUIA O CETHM M HACTPOWKA NOAKAKUEHWI
Marens ynpasnenis —

oMaLLHAR CTpaKMLA ;
A paKiL MpocMoTp akTHEHEIX ceTeli

Vsmenenne napametpas
sasnTepa uetellocal Tun gocTyna: Vnrepher

fomennan cets MoaknioueHua: 0 Ethernet
ViameHuTE AONOAHNTENEHEIE
napaneTpsl obLLErD gocTyna

Mapamerpi noTokosoi
MEPEAZHM MyNETHIMEANS Heonosnaksan cetb Tun goctyna: Bes goctyna k Miteprery
OBujeaocTynHas cets Mogkniouerus: @ USE Ethermet

Vamenerine apameTpos
i Cosaarine n HACTPoliKa HOBO® NOAKAFOHEHIA WM CaTH

HacTpoiika LIMPOKOMGAOCHGTG, KaMMyTHRYEROro WK YPN-NOAKAFOUEHHA NuBo HacTpoiiKa
MBPLIPYTHISTOP3 A TOUKN AGCTYTIS.

| Ycrparenue Henonagok

W MCTpaBEHite MPGBNEN C CETara AN MONYYEHME CBEAEHMIH 06 YeTpaHeHIM

Bparamaysp JawTrika
Windows

Croficraa bpaysepa

Puc.1.1. LleHTp ynpaBneHus ceTaMn 1 o6LLINM AOCTYNOM

1.2.2. Hangute Hy>XHOe ceTeBoe NnoAkYeHne n Bblbepnte «CBOMNCTBaA».
1.2.3. Bblgenute KOMMNOHEHT «IP Bepcnmn 4» N HaxMmTe KHOMKy «CBoncTBa» (CM.
puc. 1.2).
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(CTrMEYEHHEIE KOMMOHEHTEI HCNONE3YHOTCA 3TMM NOOK NHOYEHKEM

&8 Knnert ana ceTei Microsoft ”
:':]:_[]DELLLHI:'I OOCTYN K Baidnam v npuHTeparm anA cetel Mi
’:]? MnaHuposLwMK nakeTos GoS

'R P sepovn 4 (TCP/1Pv4)
O 4 [NpoTokon MyneTunnexcopa ceTesoro agantepa (Mai
4 Jpalisep npotokona LLOP (MaiakpocodT)

4 IP Bepoin 6 (TCP/IPvE) W
£ >

YeoTaHoBMTE... YoanuTe CeoicTea
Crcanwe

MpoTokon TCPAIP. CTtanpapTHeld npoTokon rnoGansHex
ceTed, ofecneYnBaLMi CEASE MEX Y Pa3MMYHEIMIA
B3a1MOIEAC TEYHOLLMMIA CETAMIA.

Puc. 1.2. ConcTBa CETEBOr0 NOAKTHOYEHMUS

1.2.4. Boibepute «Wcnonb3oBaTb cnepywowmn IP-agpec», BBeauMTe [AaHHbIe,
npuUMep Kak MOXET BbIMMAAETb OKHO CM. puc. 1.3, HaxMute «OK».

Ceofictea: IP seponn 4 (TCP/IPwd) >
Obwme

MapameTpel IP MOMHO HAZHEYETE SETOMATHHYECKM, ECIH CETE
NOAASMHMESET 3TY BOSMOMKHOCTE. B NpOTUBHOM ClyYae yIHaMHTe
napameTpel IP y CETEBOrD AAMMHWCTPETOPA.

O Many4uTe IP-anpec aETOMaTHYSKN

@ MnonezoBaTe CReayiowmi IP-anpec:

IP-anpec: |192.168. 1 . 0 |
Macka noaceTi: | 255,255,255 . 0 |
CICHOBHOM LWINKDS: | 192,168 . 1 . 2 |

MonyuuTe agpec DNS-cepeepa aETOMaTHYECKH

@ WMnonesoBaTh Cneayiowme agpeca DMNS-CepeepoB:

Mpeano4uTaemelil DNS-cepeep: | . . . |

ANBTEPHATHMEHBIN DNS-cepeep: | . . . |

[ |MoaTeepaMTE NapaMeTpsl MpH BaiXoaEe [OMONHUTENEHD. ..

Puc. 1.3. HacTtponka nony4vyeHus napameTtpos IP.
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1.2.5. Beegute B MOMCKOBOW CTpoke 6pay3epa agpec 192.168.1.1. (unm
192.168.1.123). OTkpoeTcs ¢opMa Bxoaa B WEB-MHTepdenc ycTponcraa
(Puc. 1.4.)

Norun  Login

MNMapone Pz

OTMEHA

Puc.1.4. ®opma Bxoaa B WEB-uHTepdenc

1.2.6. Janee HY>XHO aBTOpM30BaTbCs Ha ycTpowncTBe. o ymMonyaHuio JIormH um
Maponb: admin/Zadmin.

1.2.7. MNMpn HeobX0AMMOCTU HYXHO WU3MEHUTb UAEHTUPUKALMOHHbIE AAHHbIE B
HacTponkax npubopa (cMm. n. 2.3).

2 Paborta c WEB-uHTtepdencom

2.1. O6uwee onncaHue 3kpaHa WEB-unHTepdenca
Mocne Bxona B WEB-nHTepdenc otobpasmtca «OCHOBHOM 3KpaH».

B BepxHen 4yacTm CTpaHuubl HaxoauTCsa wWwanka. B wanke pacnonaraeTtcs
N0roTun, ceTeBoe WMS YCTPOMUCTBA, pPacrnosioXXeHue YCTPOMCTBa, KHOMKMU
coxpaHeHus/oTMeHbl (oTobpaXkatoTcsa nNpm NO6OM U3MEeHEHUN KOHDUrypaumn),
MMS TeKyLLEero rnosb3oBaTens, KHOMKa BbiXo4a U3 Mosib30BaTesis.

CneBa Ha cTpaHuLue oTobpa)xaeTcsa HaBUraumMoHHOE MeHI0, CripaBa — OCHOBHOE
cogepxunmoe.

2.2. OCHOBHOM 3KpaH
Ha ocHOBHOM 3KpaHe oTobpaxaeTcss BCA ornepaTuBHaa WHopMmauunsa o6
yCTPONCTBE B BUAE MHEMOCXeMbl (CM. puc. 2.1).
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ATS1203 admin
@ eLemy
BOX-1

BbtiATH
= _
B OcrosHoit skpan

@ Hacrpoiiu ceru W [pvopuTeT BEOOA

& Pexum nepexnioueHus BBofa: NaBHbIN (Mpn nepexoe Toka Yepea 0) Beog No2
Hacrpoiikia SNMP.
b lMopor yyBCTBUTENBHOCTY NO TOKY 0,25A
HanpsikeHue Ha Bofie Ne1 3a npegenamu ycTaBok

S = OBap Q=0BA
Tun Harpyaku:
08 9= 1.000 He onpefienéH

P = 0BT

Beixon

Puc. 2.1. OCHOBHOW 3KpaH

MHeMoCxeMa COCTOUT U3 7 OCHOBHbIX 3J/IEMEHTOB: BBOJ, COEAUHUTENbHbIE
NUHUKN, 6NOK NUTAHUSA, YCTaBKa BPEMEHWN FOTOBHOCTM BBOAA, K/OUYU, BbIXOAHbIE
napaMeTpbl U BbIX0A,. DE€MEHTbl MOrYT HaXoAUTCSA B 4 Pa3/IMUHbIX COCTOSIHUSAX,
KOTOpble 0TO6pa)arTcs pasfiMyHbIMK LUBeTaMn cM. Tabnuuy 1.

MpunopuTeT BBOAA OTOOpa)kaeTcs B BUAE 3BE340UYKM PSAOM C COOTBETCTBYOLWMM
BBOAOM.

Tabnuua 1 - CoCcToAHUSA 2N1EMEHTOB MHEMOCXEMDI

LiBeTOBOE COCTOSIHME 3J/IeMEeHTa O603HauveHue
o He akTMBHO. [IpnMeHAaeTCca KO BCEM
Cepbin
3/1IEMEHTaM.
o AKTUBHO. [pnMeHaeTCca KO BCEM
3eneHbin
3/1IeEMEeHTaM.

AKTMBHO. TOK Harpysku npnbnmsnncs K

BepxHeMy npeaeny. NpuMeHseTcsa K
XKenTbii 3/1IEMEHTAM: BbIXOAHbIE MapaMeTpsbl,

BbIXO04 N COEANHUTENbHBIE TMHUN MeXAY
HUMW.

He akTMBHO. ABapunHOE COCTOSIHME.
KpacHbii MpuUMeHsieTCs KO BCEM 3/IEMEHTAM,
KpOMe BbIXOA4OB.
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2.3. Hactpo#ku cetun
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- YCTaAHOBWUTb CETEBOE MMS, PACNOSIOXEHMNE U aAMNUHUCTPATOpPa YCTPONCTBA;
- 3ajaTb IP-agpec, macky ceTtun, IP-agpec wnto3a, DNS cepsep;
-  WU3MEeHUTb MMS Nonb30BaTeNs UIn Naposb.

Hacrpoiiku yerpoiicrsa

CeTtesoe ums ycTpoiictea  CCU1001

Pacnonoxenue ycrpoiictea BOX-1

AamuHucrpatop ycrporictea  admin@local.ru

Hacrpoiikn cetu

MAC-aapec ycrpovictea  2E:CA:A0:00:00:10

IP-agpec ycrpoiictea  192.168.1.1
Macka cetu  255.255.255.0
IP-aapec wmosa  0.0.00
DNS cepsep 1 0.0.00

DNS cepeep 2 0.0.00

Hacrpoiiku http

Aamnnncipatop

Onepatop

Puc. 2.5. CtpaHuua HacTpoek ceTu

2.4. Hactpowkun SNMP
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- HacTpouTb SNMP-areHTa (yCTaHOBUTb MOPT U MoOsib30BaTeNen);
- HacTpouTb SNMP-Tpanbl (YCTaHOBUTb NOPT U noaydyaTtenen).

Hactpoiiku SNMP-arexTa

MIB-daiin CkauaTb

Mopt SNMP arenta 161

SNMP nonezosarenv
N2 Readonly community Read/Write community
0  public private
1

2

Hactpoviku SNMP-Tpanos

Mopt SNMP arerra ans oTnpasku tpanos 162

Nonyuatenn SNMP Tpanos
N2 IP-agpec Trap community
0 0000 public
1 0.0.0.0

2 0.0.00

Puc. 2.6. CtpaHuua HacTtpoek SNMP
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2.5. Hactpounkun SNMP TpanoB
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- YCTAaHOBUTb pa3pelleHna otrnpaBku SNMP-TpanoB (CM. puc. 2.7).

HacTpoiika paspewenns otnpasku SNMP-Tpanos

TpOK3OLIND N3MEHEHNWE HACTPOEK YCTPOVCTBa oTnpaBAATE

VIBMEHMIOCH COCTOSHUE AMCKPETHOTO BXOAA ompassm,

VISMEHUIOCH COCTORHME AMCKPETHOTO BEIXOAA He oTnpaBnAT

BbiX0OA HaNpAXEHWA 38 YCTAaBKKM AaTuMka OTNpaBnATE

BbiX0/| TEMMEPaTYphI 33 YCTaBKM AaTUMKa He 0TNPaBAATE

:
:
°

Boixoa, BAGXHOCTA 3a yCTaBKM AaTuMKa
W3MeHnnca cratyc Mofyns onpoca AaTuMkos He OTNPaBNATH

WM3meHuaca cratyc AaTumka HanpsaxeHns He OTNPaBAATE

MamMeHnnCA CTaTyc AaTUMKa TEMMNEPATYphl M BNaXHOCTH He OTNPaBAATE

WVsMeHeHWe TeKyLIEro COCTOAHUA NUTaHWA oGopyaoBaHuA He OTNpaBNATL

Buixos TeMrniepatypbi 3a yCTasku 3xkcriayatauvn obopyaosanns He OTNpaBAATH

KOHGAMKT NokasaHWii MK HeKOppeKTHas HaCTPOoiika JJaTUMKOB KOHTPONS KauMata obopyaosanns He OTNPaBNATE
Bubixoa TeMMNEepaTypbl 3a YCTaBKN 3KCMIyaTaumnm wiapa He OTNPAaBAATL

KOHOAMKT NokasaHWiA WA HEKOPPEKTHaRA HacTpoiika AaTUMKOE KOHTPOAA knuMaTa wWwkada He OTNpaBAATL
WM3MeHeHe TekyLIero pexmvmMa paboTbl KIMMATUUECcKnX YCTaHOBOK He OTNPaBNATL

Hanuume kaknx-11B0 ASACTBYIOLUX PYUHbIX YCTAHOBOK He onpagnATe

Hanuuwne kakux-nmmbo aeficTeytownx asapui He OTNPaBAATE

Hanuune kakux-nnbo AeHCTEYIOWMX NPeaynpexaeHNi He OTNPaBAATE

Puc. 2.7. Cnncok TMnoB cobbITUm

2.6. Hactpouku Modbus

Modbus -

Mopr 502

Puc. 2.8. CtpaHunua HacTpoinkm Modbus

Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- BKIHOUYNTE/BbIKNHOYNTL MPOTOKOJI;
- YCTaHOBUTb MOPT.

2.7. CepBuc
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- nepemTn Ha CamT C ONUCaAHMEM M AOKYMEHTaunen K yCTpoOuCTBY;
- y3HaTb MOAeNb U BepCuio NpowmnBkn npmbopa;
- BbINOJIHUTb Nepe3anycK yCTPONCTBA;
- 06bHOBUTbL 06pa3 WEB-uHTepdeinca;
- 3KCNOPT/MMNOPT KOHpUrypauumn npmbopa.

NMocne wuMnopTupoBaHua KOHbUrypaumm WEB-uHTepgdenc He
COXpaHsieT KOH(Urypauuro aBTOMaTUUYECKM, a [aCT BO3MOXXHOCTb
noJib30BaTesIl0 MpPOBEPUTb KOPPEKTHOCTb U CaMOCTOSITEJIbHO
BbiI6MpaTb NPUMEHUTb U3MEHEHUSA WJIN OTMEHMUTD.
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2.8. CoxpaHeHue KOHdUrypauumm

Mpu nwbOM M3MEHEHMU KOHMUrypaumm OT TeKywen KoHdurypaumm
YCTPOMCTBA NOSIBASETCS NMpeasioXXeHmne coxpaHmTtb nameHeHus B O3Y (onepatmBHoe
3anoMuHatloulee ycTtponucteo) (CM. puc. 2.9) M KpacHble NoaoCbl B NpaBOW 4acTu
NYHKTa HaBMrauMOHHOINO MEHK B pa3sjesie KOTOPOro Mpom3owsin naMeHeHusa (CM.
puc. 2.10).

admin

anI.IEHHTI:l U3MeHeHUa OTMEeHWTb U3MEHEHWA Bt
'bIMTIA

Puc. 2.9. lNpeanoxeHne coxpaHnUTb KOHGUrypaumto B O3Y

OcHOBHOW 3KpaH
Hacrpoiikm cetn
Hactpoitku SNMP
Hactpoiiku coBbimuii
Hacrpoiikv Modbus
HacTpoikv KOHTaKTOB
HacTpoikw AaTUMKOB
Hactpoiiku ynpasaeHus
PyuHoe ynpaeneHne

Cepenc

Puc. 2.10. Hagnkaums pasgenoB, KOHOUIypaunusa KOTOPbIX OT/IMHAETCHA OT TEKYLUEN
KOHpUrypaumm

Mpn HaxaTum Ha KHOMKY «OTMEHUTb WU3MEeHEHUs» BCe He COXPaHEHHble
M3MeHeHnss uncyesHyT. [lpyn HaxaTunm Ha «[IpUHATL U3MEHEeHUsa» HOoBas
KOHMUrypaunst CoOXpaHsieTcs TONIbKO A0 OTKAKYeHUsa nutaHusa npubopa.

UYTobbl COXpaHUTb HOBYK KOHdurypauuto B MM3Y Haxmute «CoxpaHuTb
KOHpUrypaumio», KHonka «llepesarpy3mTb KOHUrypauuio»  BO3BpallaeT
nocneaH coxpaHéHHyt B [I3Y (NOCTOSSHHOEe 3anoMuHatloulee YCTPOWCTBO)
KOHdurypaumio (cm. puc. 2.11).

admin

CoxpaHuTe KOHDUIypauulo  [lepezarpysuTe KOHPUIypauumo

BuifTiA

Puc. 2.11. NpeanoxeHme coxpaHuUTb KOHdUrypauuto B M3y
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Mpn oaHoBpeMeHHoN paboTe ¢ WEB-MHTepdENCoOM C pa3HbIX YCTPOMUCTB MOXET
BO3HMKHYTb CUTyauusd, Korga OAWMH rMonb3oBaTeNb BHEC WU3MEHEeHUd B
KOH(Urypaumio C coxpaHeHueM. Toraa BTOPOM NMosib3oBaTesb YBUAUT NpeaioxeHue
NMPUMEHUTb €ro TeKyLwy KoHdurypaumto (CM. puc. 2.9 n puc. 2.11), OT/INYHYIO OT
TOM YTO COXpPaHWN NepBbIN NONb30BaTENb.

Mpu noagkNOYEHMU NUTAHUA, YCTPOUCTBO HaYHeT paboTy c nocnegHen,
coxpaHéHHou B N3Y, koHduUrypauymen.

Mpu nameHeHnm IP-agpeca yCTponucTBa, COXpaHeHne KOHpurypauumm B

N3Y Heob6xoaMMO BbLINOJIHATL Ha HOBOM IP-apapece 6e3 OTKJ/IIOYEHUA
nUTaHuA.
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